NHO®OPMALIMOHHASA [TAMATKA
JUIA OBYUAIOIINXCA

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJbLIE, a
IIKOJIbHUKM OJHM W3 CaMbIX AaKTUBHBIX MoJib3oBaTenerd Pynera. Mexny tew,
MIOMUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U TPOOIeMbl. JTa
naMsATKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomneroTepHbie BUPYChI

KomnproTepHblid BUPYC - 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTINYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTbIO YHUUTOXHUTh
BCe (pailsibl U JaHHBIE, IOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3amyllleHa 3apa)X€HHasi MporpaMMa, a TaKXKe MOBPEIUTh WIM JaKe€ YHUUTOXKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTo/b1 3alIUThI OT BPEIOHOCHBIX MPOrPaMM:

1. MUcrionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, HMEIOLIUE CEPbE3HBIM
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTossHHO ycTaHaBiaMBa madyTH (UU(POBBIE 3aIlJIaTKU, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJbI0 JOPAOOTKHM MPOTpaMMbl) U APYTHE
OOHOBJICHHS CBOEH oneparimoHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIHAIBHOTO
caiita pazpadbotrunka OC. Ecnu cymiecTByeT peskuM aBTOMaTHYECKOTO OOHOBJICHHUS,
BKJIFOYH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TOJ[ MpaBaMH IOJb30BaTENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vcnionb3ylt  aHTUBUPYCHBIE MPOTPAMMHBIE  TMPOAYKTBI  M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub (pu3nUecKuil JOCTYN K KOMIBIOTEPY AJISI TOCTOPOHHUX JIMII;

6. Mcnonb3yil BHEIIHWE HOCUTEIW MH(MOpMAIMK, Takue Kak (Quielika, AUCK
uu (aitsl U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (ailyibl, MOJYYCHHBIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 910 He Bu Mepeaavn JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEH]I,
mapka. Eme B 1991 romy Humepmaniackas KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», uto o6o3nayano cinoBocoueranue «Wireless Fidelity», koropsrii
NEePEeBOAUTCS KaK «OecpoBOAHAS TOUHOCTD.

Jlo Haillero BpeMeHH JIolia apyras abbpeBuarypa, KoTopas sBJIsS€TCs TaKOU
XKe TexHosorue. Ito abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO J1aHO C
HAMEKOM Ha CTaHJIapT BbICIICH 3ByKOBOI TexHukU Hi-Fi, 4To B mepeBoje o3HavaeT
«BBICOKAs TOYHOCTBY.



Ja, OecriaTHbIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MO>KHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCIEPTHI CYUTAIOT, YTO
obmenoctynabie Wi-Fi cetn He SBISIOTCS 0€30MMacHBIMH.

CogeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro ImuHyto nHpOpManmio gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJUTH MAPOJIA JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vcnonp3yit 1 OOHOBIIAM aHTUBHUPYCHBIC MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimtoun pynkumio «O061mumii noctyn K daitnam
U npuHTepam». JlaHHas GyHKUIMS 3aKpbiTa MO YMOJTYaHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBAa UCIIOJIb30BaHus B paboTe win yueoe;

4. He wucnone3yii myOonumuaeii WI-FI nms mepemaum JMYHBIX JTaHHBIX,
HaIrpuMep, IS BBIXOJIa B COLIMAIIBHBIE CETH WM B DJICKTPOHHYIO TOUTY;

5. Mcnonb3y# TOJIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'. He nomyckali aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CormanbHbie ceTH

ConnanbpHble CETH aKTUBHO BXOJIST B HAIIly KH3Hb, MHOTHE JIIOJU PaboOTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTprupoBaH MIILTHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO MH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HAaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3baxX HE JOJHKHO OBITh CTyYalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammImai CBOI0 YAacTHYIO >KM3Hb. He ykaspiBail maponu, Tenae(oHBI,
aapeca, JaTy TBOEro POXACHUA ©W  JAPYIyl0 JIMYHYHO  UH(popMaiuio.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WHPOPMAITUIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammuinai CBOIO peryTaIuio - IEpKH €€ B YICTOTE U 3aaBaii cebe Bompoc:
xoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJEIW, UYTO Thl 3arpyskaeciib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu ThI TOBOPHIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3Yil CBOE
peasibHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAITMU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N36erait pasmemienus: pororpaduii B UuTepHeTte, riae Thl U300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpauu B COLUUAIBHOM CE€TH HEOOXOAUMO UCIOJIb30BATh

CJIOJKHEIC HapOJ]I/I, COCTOAIINEC U3 6YKB nu LII/I(i)p U C KOJINYECTBOM 3HAKOB HEC MCHEC
8;



/. Jlns colMalbHOM CeTHU, TMOYThl M JAPYrHMX CalToB HEO0OXO0IUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKU
IIOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JIEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IIATEKEW, OTHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HBIH.

DNEeKTPOHHBIE IEHI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOr0 BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe onr (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAHO B 3aKOHE, T7I€ UX
pa3AeIsItOT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHHWMHbIE. Pa3zHuia B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
UJeHTU(GUKAIINY TT0JIb30BATEINs], & B HCAHOHUMHBIX UJCHTU(UKAIIUS [T0JIH30BaATENSA
SBIISIETCS 00SA3aTEIBHOM.

Takxke crnenyer pas3iuyaTh SJIEKTPOHHbIE (UaTHbIE JAEHBIH (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) W DJJICKTPOHHbIE He(dUAaTHBIC ACHLIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeNeQOH. ITO camMblil yIOOHBIN U OBICTPHIA
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. llpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnionb3yit omHOpa3oBbie mapoiu. llociie mepexona Ha YCUICHHYIO
aBTOpHU3allMI0 TeOe yXe He OyJeT yrpokaThb ONAacHOCTh KpaXXu WM IepexBara
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoju, KOTOPBIE CONEPkKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MPOIMUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAaK M T.IL
Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAs TT0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABIIIEMbIE €10 YCIYTU 10
NEPECHUIKE U MOJTYUYEHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEALIISIOTCS B
KOMIbIOTEpHOH ceTh. OOBIYHO DJIEKTPOHHBIM IOYTOBBI SITUK  BBITJISIUAT
CIIEYIOIKM 00pa30oM: UMsI_T0JIb30BaTENsI(@UMs_JIoMeHa. Takke KpoMe repeiauu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C AIMEKTPOHHOM ITOYTOM:

1. Hago BBIOpaTh TpaBWIIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE e€cTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle TOBEPSTH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yka3pIBail B IMUHOU MouTe JIMUHYIO WHPopmaruto. Hanpumep, nydiie
BBIOpaTh «MY3bIKaJIbHBIA (paHaT@» unmm «pok2013» BMecTo «temal3y;

3. Ucnonp3yil ABYXATanmHyK aBTOpH3allMI0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaEMbIN 0 SMS;



4. BoiOepu COXKHBIN Maposib. s KaXkA0ro MoYTOBOrO SIIKKa T10KEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HamMcaTh CamMOMYy CBOM JIMYHBIA BOMPOC,
HCIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcrionb3yii HECKOJBKO TIOYTOBBIX SIMUKOB. [lepBbIii 11 dacTHOM
MEPEIUCKU C aJipecaramMu, KOTOPHIM Thl JOBEpsiClIb. JTO AJNEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHU Ha GOopyMaxX U CalTax;

/. He oTkpsiBail ¢aiiibl U Ipyrue BIOXKEHHS B MUCbMAaX, JaXKe €CIId OHU
IOPUIILIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baiisr;

8. [locne okoHuaHus pabOTHl Ha IMOYTOBOM CEpPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BRIATHY.

KubepOymuiiHr unu BUpPTYyaabHOE U3/I€BATEIHCTBO

KubepOymuar -  mpecienoBaHuE  COOOIICHUSMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3alyTrUBaHuUE; XYJIUTAHCTBO; COI[MAJIbHOE
OOMKOTHUPOBAHKE C TIOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00PBHOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiics B 60#. Jlydmuii cnoco6: mocoBeToBaThCsA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHA4ajl€ YCIOKOUThCSA. Eciu Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTh B ceT MHHMasi. CyIecTBYIOT CIHOCOOBI BBISCHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCE TBOM JEHUCTBHSI W COXpaHSIET UX. YJIUTh UX OyJeT KpaiHe
3aTPYJHUTEIIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHblid HeraTuB. (OIHOpPA30BBIE  OCKOPOUTEIBHBIC
COOOIIEHHUSI JTyUllle UTHOpUPOBaTh. OOBIUHO arpeccus MpekpaliaeTcs Ha HayaabHOU
CTaJuu;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OMpEICJICHHBIX aJPECOB;

8. Ecnu Th1 cBUneTens kubepOyummHra. TBOU NEUCTBUS: BHICTYITUThH MMPOTHB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAss TMOMOIIb, COOOIIUTH
B3pPOCIBIM O (haKTe arpeCCUBHOTO TOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
(GyHKUMOHAT, W TENepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlbtoTepamMu. OJHAKO, CPEACTB 3aUIUTHI JIs1 OJJIOOHBIX YCTPOUCTB MOKA OYEHB
Masio. TecTupOBaHUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOAUT HE TaK UHTEHCUBHO,
kak aia [1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.



CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKTUYECKU JIOTHAIU
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacuIupeHue (yHKIMOHAJa BIEYET 3a COOOM
OOJIBIIYIO CJII0)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlameko He BCe MPOM3BOAMTENHN BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octopokeH, Beab
Korjia Tebe mpeasiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI Kakue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, Goto uim Bugeo. Trl TOUHO 3HAEIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOUJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuiioXeHus: OT HEU3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[locne Toro Kak Thl BBIMAECLIb C CaidTa, I71€ BBOAMWII JUYHYIO MH(POPMAILIHIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[lepuonnuecku MpoBepsii, KAKUE MIIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJSAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomkeH ObITH BBIKIIOYEH, KOTJIa Thl MM HE MOJb3yemibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpst

CoBpemMeHHbIE  OHJAWH-UTPBI - O3TO KpacouyHble, 3aXBaTbIBAIOIINE
pa3BieUeHUsl, OOBEIUHSAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIENYIOT JaHHBIM MM MHp, OOLIAIOTCS APYT C IPYIOM, BBINOJIHSAIOT 3aJaHUSA,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YyJOBOJIbCTBUE OHM IUIATST:
MOKYMNAaroT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpencTBa uayT Ha NOAJIEPKAHUE U PA3BUTHE UI'PHI, a4 TAKKE HA CaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU U1l IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B n1o100HbBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AITUU OOJIBITHHCTBA
urp.

OcCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnmu npyroit urpok BeaeT ceds TIOXO0 WM CO3/aeT TeOe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicsa aIMUHUCTPATOPaM UTPhI HA MJI0XOE MOBEJICHUE 3TOT0 UTPOKA,
YKEJIATEJIbHO NMPUJIOKUTHh KAKHE-TO J10KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yka3spiBail 1uuHy0 HH(OOpMaIIUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;



7. Jaxke BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka ThI Urpaenin,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHT WM Kpayka TUIHBIX TaHHBIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCS «IFOOMMBIMY JEIOM.

Tak mosiBUIach HOBas yrposa: MHTEPHET-MOIICHHWYECTBA WIH (DUIITUHT,
rJIaBHas 1€Jdb KOTOPOIO COCTOMT B TMOJYYEHUH KOH(PUACHIMAIBHBIX JaHHBIX
M0JIb30BATEJNIEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing yntaercs kak
¢bumumHr (ot fishing - peiOHast 10BIIA, password - apoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJio3peBaeiib, YTO TBOS aHKETa
ObL1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CaliThl, B TOM YKCJI€, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnone3yil cloxHBIE W pa3Hble Mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT AOCTYI TOJBKO K OJIHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JIOMaad, TO HEOOXOAMMO MPEIynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE J0OABJIEHbl y T€OsI B APY3bsiX, O TOM, YTO T€Os B3JIIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napoias (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKIII0OUM cCOXpaHeHne apodisi B Opaysepe;

7. He oTkpsiBail ¢aiiibl U Ipyrue BIOXKEHHS B MUCHbMax, JaXKe €CIU OHU
NPUIIUIM OT TBOUX Jpy3eu. Jlyuine yTouHM y HHMX, OTIPABISUIM JIM OHU TeOE ATH
(baibl.

[udporas penyrarus

[udporas pernyraius - 5T0 HEraTUBHAS WJTU MO3UTUBHAS HH(POpMAIIUS B CETH
o tebe. Komnpomerupytomass uHdopMaius, pa3MelieHHass B UHTEPHETE, MOMKET
CepbEe3HbIM 00pa30oM OTpa3UThC Ha TBOEW peanbHOW xu3HU. «lludposas
penyTausy - 3T0 TBOM UMUK, KOTOPBIA hopMHUpyeTcss U3 UHPopMaluu o Tede B
UHTEpHETE.

TBoe MecTo IKUTENhCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOKCHHE,
O0COOEHHOCTH XapakTepa M paccKasbl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue MOoAPOCTKA JIETKOMBICIEHHO OTHOCSTCS K TyONUKAIMA JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHencTBUM. Thl maxe He
CMOJKEIIb JIOTaaaThCs 0 TOM, 4To (ororpadus, pa3MeIieHHas 5 1eT Ha3aj, craia
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii U gpyrue AeUCTBUS MOTYT
HE UCYE3HYTh JIaXe MOCIIe TOT0, KaK Thl X YAAJIUIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty MH(OpMaIHIO, IToNaia JIM OHAa B TIOUCKOBBIE CUCTEMbI M COXPAHWJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKpY>KaIOIIKE JIIOU, KOTOPble HAUIYT U YBUAST



3T0. HailTu uH@OpMaIo MHOTO JIET CIyCTS CMOJKET JIF0OOH - Kak M3 J0OpbIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(GPOBOH peryTaLUU:

1. ITogymaii, mpexzae yeM 4yTo-TO MyOJMKOBATh U IEpENaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoQuis yCTaHOBH OTpPaHHUYEHUS Ha MPOCMOTP TBOETO
npoduIs ¥ €ro COAEP>KUMOTO0, CIETAail €ro TOJIBKO «JIJIS IpY3€eil»;

3. He pasmemaii u He ykasplBail MHpOpMAIHIO, KOTOPas MOXKET KOro-Iudo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IpaBo

CoBpeMEHHbBIE UIKOJBHUKM - aKTUBHBIE II0JIb30BaTeIM  LU(PPOBOTO
npoctpancTBa. OQHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa TpeOyeT  CcOOMIOJeHUs MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIUIEKTyalbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O YMa, HAuyMHAas C HOBBIX HM300pETEHHU U 3HAKOB,
0003HayarIuX COOCTBEHHOCTh HA MPOIYKTHI U YCIYT'H, U 3aKaHYMBasg KHUTAMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO NpaBa HA MHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYypPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYyaJIbHBII/TBOPUECKUI TpyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBe[JIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh M Mpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET  BOCHPOM3BOJIWUTH €ro  NPOU3BENICHHUE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBAThb, IPOJAaBaTh, HMIIOPTHUPOBATH,
nycKaTh B MPOKAaT, MyOJIMYHO MCIOJNHATH, MOKA3bIBATh/UCHIOIHATh B IPUPE WUIIH
pasmemats B MHTEpHETE.

Hcnonb3oBaHne «IHPATCKOr0» MPOrPAMMHOTO  OOECHEUYEHHS] MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTepU JaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKMPOBKU TBOETO YCTPOMCTBa, IJIe YCTAHOBJICHA HeJerajbHasl mporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHble W O€CIIaTHBIE MPOrPaMMBI,
KOTOPbIE MOKHO HaTH B CETH.

O noprane

CereBrU4OK.p( - TBOI INIaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXEIIIb y3HATH O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3BIKOM, @ MPU BO3HUKHOBEHHUH
KPUTHYECKON CUTyallud OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



